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TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 26/2018
(tir ngay 25/6/2018 den ngay 01/7/2018)

BANG TONG HQP

1. Ngay 27/6/2018, B6 TT&TT to chtic chuong trinh dién tip “Nang cao
nang luc xtr Iy tinh hudng tin cong mang vao hé théng cong nghiép va tai
chinh quan trong”.

2. Co quan chtic ning cia Chinh phi An P9 yéu cau cic ngan hang phai
hoan thanh viéc ngimg st dung hé diéu hanh Windows XP trong cic may
ATM trude thang 6/2019.

3. Sau 6 nam ton tai trén khong gian mang, botnet Necurs da dugc lién tuc
nang cap thém cac tinh nang méi trong vong vai thang trd lai day. Nhom cac
nha nghién ctru ctia Trend Micro da phat hién nhimng thay doi dang lo ngai
trong hoat dong cua botnet ndy, nhiéu kha ning Necurs dang duoc chuin bi

dé thuc hién nhiing chién dich tan cong gay thiét hai trén dién rong.

1. Piém tin dang chi y
1.1. Ngay 27/6/2018, B6 TT&TT t6 chtrc chuwong trinh dién tdp “Nang

cao nang luc xir Iy tinh hudng tin cong mang vao hé théng cong nghiép va tai
chinh quan trong”.

Tham gia chuong trinh dién tap lan nay la cac cén bg lanh dao, can bd
quan 1y, can bo k¥ thuat ciia 17 co quan nha nude, Tap doan kinh té, Téng cong
ty nha nudc, cac td chirc tai chinh, ngan hang TMCP va mét sé co quan c6 lién
quan trong linh vyc diéu khién cong nghiép (SCADA/ICS va tai chinh - ngan
hang.

17 don vi tham gia theo 2 linh vuc, trong d6 8 don vi dién tip bdo dam

ATTT cho céc hé théng diéu khién cong nghiép va 9 don vi dién tap vé bao dam
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ATTT cho céc hé thong tai chinh, ngan hang. Tryc tiép hudng dan cac doi dién
tap 1a 2 chuyén gia qudc t& dén tir Nga va My véi su phdi hop cua chuyén gia
Cuc ATTT, VNPT, Bkav, CMC...

Noi dung dién tap “Nang cao ning lyc xu 1y tinh hudng tin cong mang
vao hé théng cong nghiép va tai chinh quan trong” tap trung vao cac tinh huéng
xur 1y chi dao, lam vi¢c theo nhom gitp cac lanh dao, can b quan 1y, k¥ thuat
vién chuyén trach vé an toan théng tin, CNTT cua cac co quan quan ly
SCADA/ICS va hé thdng tai chinh - ngin hang quan trong c6 thé thuc hién cac
bién phap phong chéng, xtr 1y cac tinh hudng tn cong mang trong cac kich ban
mo phong khi hé théng van duoc van hanh binh thuong. Qua do, gitp can bo co
thém nhan thirc vé cic nguy co an toan thong tin méi déi voi hé thong do minh
quan 1y va kinh nghi¢m thuc té, nhanh nhay, tu tin hon khi xtr 1y céc van dé an
toan thong tin chua biét trudc khi van hanh hé thong thong tin quan trong ciia to

chirc minh.

1.2. Co quan chtic nang ciia Chinh pha An D6 yéu cau cac ngan hang phai
hoan thanh viéc ngung sir dung hé diéu hanh Windows XP trong cic may ATM
trudc thang 6/2019, trong bdi canh cac 16 hong bao mat dang ting 1én do may
ATM ciia cac ngan hang sir dung cc phién ban hé diéu hanh khong duoc hd tro
va khong ap dung cac bién phap bao mat khac, diéu nay c6 kha ning gy anh

huoéng tiéu cuc dén 1oi ich cta khach hang.

Mic du co quan ndy da tu van, hudng dan cic ngan hang thyuc hién cac ké
hoach chuyén d6i nhung tién d6 chuyén doi dién ra chdm va khong hiéu qua.
Ngan hang va cac nha cung cip dich vu ATM 1ty quyén da dugc yéu cau thuc

hién cac bién phap bao mat theo tho1 han dua ra nhu sau:

Bién phap bao mat Han cudi

Bao vé ATM voi mat khau BIOS, Théang 8/2018
khoa chirc nang autorun, cap nhat ban
véa hé diéu hanh va phan mém, bao vé
cac thiét bi dau cudi. truy cap quyén
quan tri theo thoi gian nhat dinh ...

Ap dung cac bién phap chong Théng 3/2018
skimmer va lap danh sach whitelist
cac trng dung

G& bo Windows XP Théang 6/2019

1.3. Sau 6 nim ton tai trén khong gian mang, botnet Necurs da dugc lién
tuc nang cap thém céc tinh nang méi trong vong vai thang tro lai day. Nhom céc
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nha nghién ctru ciia Trend Micro dd phat hién nhimg thay d6i dang lo ngai trong
hoat dong cua botnet nay, nhiéu kha nang Necurs dang dugc chuan bi dé thuc
hién nhitng chién dich tin céng gay thiét hai trén dién rong. Ngoai c4c tinh ning
tuong tu nhu ban gdc, mang botnet ndy di nang cip mot sd tinh ning nhu dao
tién 4o, chién thuét guri thu rac..

Trong thang 3, cac chuyén gia bao mat da phat hién Necurs ddy mot cong
cu dao tién md héa Monero - XMRig - vao céc chuong trinh thuc thi ciia mang
botnet ndy. Vao thoi diém phat hién, khi kiém tra nhat ky giao dich cua chu so
hitu vi c6 thé kiém duoc khoang 1.200 d6 la My trong vong 24 gid.

Status
Current time - Mar, 06:19
Last seen 07 Mar, 06:16

Current approx.speed 850.72 khs

Next 24h earning  3.414400 XMR
. . 0.11110000 BETC
with this speed 1201.5302 USD

very approximated
avg_24h_diff = 106020946923.67

Man hinh hién thi théng tin khai thac Monero bang cdch sir dung XMRig

Trong thang 4, mang botnet nay tiép tuc day chuong trinh phan mém
FlawedAmmyy duogc phat trién tir mot cong cu truy cap tir xa hop phap Ammyy
Admin. Gidng nhu céng cu may tinh dé ban tir xa, FlawedAmmyy c6 cac chuc
ning cua Quan tri vién Ammyy, bao gdm kiém soat may tinh tir xa, quan 1y hé
thong tép, hd trg proxy va kha ning trd chuyén, kiém soat &m thanh... Mot s6
thong tin mang botnet ndy danh cap thu thap vé: ID, OS, pcname, priv, domain,
card..s
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Cdc théng tin dwoc FlawedAmmyy giri vé mang botnet

Cudi thang 5, Necurs thuc hién viéc thu thap tai khoan email bﬁng cach
tan cong cac may tinh da bi lay nhidm c6 st dung Outlook. Khi mot nguoi ding
dang nhap vao Outlook, phdn mém ndy sé tao ra mot thu muc co6 duong dan
“o5 AppData%\Roaming\Microsoft\Outlook\” dé luu trit mot vai théng tin, trong
d6 c6 mot file co dia chi e-mail cua tai khoan viét trong tén. Necurs s€ tim kiém
nhimg file nhu thé nay réi giri vé dia chi hxxp://185[.]176[.]221[.]24/l/s[.]php.

« Users >_ » AppData » Roaming » Microsoft » Outlook

v Include in library = Share with = New folder

Name
tes

nloads || Outlook.srs
ent Places = Outlook.xml

ktop ¢ PB4S-Configuratiory I @trend.com.tw.xml

Thu muc lwu trie dir liéu cua outlook co file voi dia chi e-mail

Va vao thang 6 vira qua, mang botnet Necurs lai ting cuong thém mot
module spamming .NET. Module nay c6 kha ning gui e-mail va dénh cap thong
tin dang nhap luu trir trong Internet Explorer, Chrome va Firefox. Piém mai
trong tinh ning nay 1a cac e-mail spam co thé duoc giri clia qua cac tai khoan e-
mail dd dugc dang nhap san trén may tinh bi 1ay nhiém khién cho viéc st dung
danh sach den dé chéng spam tr¢ nén kém hi¢u qua, cling nhu module dugc 1ap
trinh dé xo6a ngay thu sau khi giri dé tranh viéc bi nguoi dung phat hién.

bé bao vé h¢ thong thong tin chong lai mang Necurs va cac moi de doa
lién tuc phat tan khac, cac ¢4 nhan, t6 churc can trién khai cac giai phap dé co thé
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béo vé ngudi dung cudi (endpoint) khoi cac mbi de doa bing cach phat hién cac
tép doc hai va thu spam ciing nhu chin tat ca cac URL doc hai c6 lién quan.

Mang botnet Necurs cling 1a mot trong nhiing mang botnet dugc Cuc An
toan thong tin theo ddi thudng xuyén. Trong tudn co it nhat 136 dia chi IP cua
Viét Nam (c6 thé coil & 136 hé thong thong tin dang cong khai trén Internet)
dang nam trong mang botnet nay.

2. Tinh hinh tin cong gay nguy hai trén cac trang web tai Viét Nam

Qua theo ddi, trich xuat thong tin tir hé thong k¥ thuat thoi gian qua, Cuc
ATTT nhan thay trén khong gian mang dang ton tai nhiéu trang web Viét Nam
(bao gdm ca nhiing trang web st dung dich vu may chu nudc ngoai) bi tan cong,
loi dung dé thuc hién cac hanh vi gdy mat an toan thong tin nhu: phat tan thu
réc; tin cong tir chdi dich vu; cai dit va phat tan cac loai ma doc (gan day nhat Ia
cai dat va phat tan ma doc dé dao tién 40); luu trit cac ma khai thac diém yéu 16
hong mot cach tu dong (nhu 16 hdng trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung st dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan c6 it nhat 195 duong dan (URL) trén céc
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay méat
an toan thong tin. Trong do, théng k&, phan loai cac duong dan nay theo loai
g dung may chu web ( IIS, Apache ...) va nha cung cp cu thé nhu sau:

Théng ké sé luong URL bi tin c6ng theo tng dung may chu web

Nginx

Microsoft-11S

Apache
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Théng ké sé lwong URL theo tén mién
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.vn .com.vn .edu.vn .com .info .net Tén mién
khéc

3. Tinh hinh tan c6ng lira dao (Phishing) trong tuin

3.1. Qua thu thap, theo déi, trich xuat tir hé théng ky thuat, Cuc ATTT
con ghi nhan c6 it nhat 363 trang web dit tai Viét Nam bi loi dung dé thyc hién
tan cong Phishing trong tuan.

Théng ké sb lugng céc trang web phishing trong tuin

] Y

EODS EVNTT mSUPERDATA mViettel BVNPT mFPT ODS cMC

3.2. Trén thé gidi c6 nhidu cc trang web gia mao cac to chuc, doanh
nghiép, nha cung cép, dich vu 16n nhu: Cac mang xa hoi, Outlook .v.v...
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Viét Nam c6 nhi€u nguoil dung cac dich vy, ing dung nudc ngoai (ca

mién phi va cé phi) nhu cac mang xa hoi, outlook, yahoo .v.v... vi vady nguoi

dung can phai hét stic canh gidc voi nhitng trang web gia mao dé an trom tai
khoan.

4. L$ hong/diém yéu an toan thong tin trong tuan

4.1. Trong tuan, cac td chirc qudc té da cong bd it nhat 302 16 hdng, trong
d6 ¢ it nhat 22 186 hong RCE (cho phép chén va thuc thi ma 1énh) va 10 15 hong

da c6 ma khai thac.

4.2. Hé théng k¥ thuat cia Cuc An toan thong tin chii dong ra quét trén

khong gian mang Viét Nam, danh gia, thong ké cho thay c6 04 nhom 16 hong

trén cic san pham, dich vu CNTT pho bién, c6 thé gay anh huong 16n dén ngudi

dung ¢ Viét Nam, nhu: Nhom 15 16 hong trén nén tang va nhiéu tién ich cua

Wordpres; Nhom 8 16 hong trén nhiéu san pham cta Siemens..V.V.

4.3. Chi tiét vé thong tin mot s6 15 hong trén cac san pham/dich vu phd

bién tai Viét Nam cu thé nhu sau:

sTT | San pham/ |y o s quoc té M6 ta ngin Ghi chu
dich vu
CVE-2018-0599  |Nhém 09 156 hong trén mot|Chua  co
CVE-2018-0593  |sé san pham, dich vu cualthdng tin
1 | Microsoft |CVE-2018-0592 Microsoft  (Visual C++|[xac nhan
CVE-2018-0600 Redistributable, One Drive,|va ban va
CVE-2018-0595 Skype, Windows,...) cho
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phép d6i tuong tin cong
chiém dic quyén bang cach
st dung mot Trojan DLL
trén thu muc khong xéc
dinh.

Nhom 08 16 hong trén nhiéu (D2 co
san pham cua Siemens|thong tin
gxg:ggig:jgjg (RAPIDLab 1200 systems,|xac nhan
_ CVE-2018-11449 RAPIDPo!nt 400 system,
Siemens CVE-2018-11448 SAIIDIDPom; 5}?0 ;y’steg]?3
calance,...) cho phép doi
CVE-2018-4860 tugng tin cong chén va thuc
thi ma Iénh, danh cap thong
tin, chiém quyén quan tri. ..
Nhom 03 15 hong trén thiét|Chua ¢o
bi mé rong song wifi TL-|théng tin
WABS50RE cho phép dbijxac nhan
tuong tAn cong thuc hi¢n tAn [va ban va.
CVE-2018-1262 cﬁ)_ng u‘i: cl;léi dich vu va thyc
: thi ma I¢nh.
T ey |CVE-2018-12692 da co mé
khai thac
Nhom 16 héng nay da dugc
dé cap trong Canh bdo tuan
trude, hién van chua ¢ ban
va
Nhom 15 16 hong trén nén{Pa  ¢o
CVE-2018-1000510 tang va nhiéu tién ich cﬁ,e? thong tin
CVE-2018-1000512 Wordpres cho phep doi xe\ic nhan
CVE-2018-11506 tuong thuc hién tdn coOng|va ban va
XSS, CSRF, chinh stra dir
Wordpress [CVE-2018-10505 ’ ’

CVE-2018-12636

liéu nguoi dung, cheén va
thyc thi mad 1énh, chiém
quyén quan tri.
CVE-2018-12636 da c6 ma
khai thac.

5. Hoat @dng mot s6 mang botnet, APT, mi doc tai Viét Nam
5.1. Mang botnet Conficker

Mang botnet Conficker dugc phat hién tir thang 10/2008. Ma ddc nay
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duoc thiét ké nham vao hé diéu hanh Microsoft Windows. Khi mi doc nay lay
nhiém vao mot may tinh, thi may tinh ndy tham gia vao mang botnet va c6 thé bi
diéu khién dé guri thu rdc (spam) va tin cong cac hé thong khac. Nhitng méy tinh




bi lay nhiém déu khong truy cap dugc cac website lién quan dén phan mém diét
virus hay dich vu cap nhat cia h¢ Windows (Windows Update).

Maic du mang botnet Conficker xuét hién tir nam 2008, loi dung 15 héng
cli (MS 08-067), da co6 ban va bao mat, tuy nhién tai Viét Nam, sb lugng may
tinh nam trong mang botnet Conficker van con rt nhiéu trong tudn ma Cuc An
toan thong tin dang theo doi.

Thong ké s6 lugng IP nam trong mang botnet Conficker
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5.2. Danh sach IP/tén mién doc hai co nhiéu két ndi tir Viét Nam

_|
_|

Tén mién/IP

w42fActqv4.ru
kukutrustnet777.info
104.244.14.252
g.omlao.com
v2k1jOtl.ru
mk.omkol.com
kukutrustnet888.info
init.icloud-analysis.com
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6. Khuyén nghi déi véi cac co quan, don vi

Nhim bao dam an toan thong tin trong hé thong mang ctia cac co quan, to
chire, Cuc An toan thong tin khuyén nghi:

- Nham tranh viéc bi cac d6i twong tdn cong loi dung cac trang web dé
thuc hién cac hanh vi gy mét an toan thong tin nhu d néu trong muc 2, Cac co
quan t6 chirc can phai thuong xuyén kiém tra, ra soat may chu web dé kip thoi
phat hién va cap nhét cac diém yéu, 16 hdng trén cac may chu web thudc co
quan, t6 chirc minh

- Nguoi dung can phai hét sirc canh giac voi nhitng trang web gia mao dé
an trom tai khoan, dac biét 1a cac trang web gid mao cac ing dung, dich vu phé
bién nhu d néu trong muc 3.2 bao céo nay.

- Theo ddi va cép nhat ban va cho céc 16 hong, dic biét 1a 16 hong néu tai
muc 4.3 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khoi hé théng mang. Cuc
An toan sin sang phoi hop véi cac co quan t6 chirc tién hanh kiém tra va boc g
ma doc botnet trén hé théng cua co quan don vi. Pé x4c minh cac may tinh bi
nhiém ma ddc botnet, Quy don vi co thé 1ién hé v&i Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xir Iy cac thiét bi trong toan bo hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai Cuc An toan théng tin d chia sé, dic biét
1a cAc tén mién da néu trong muc 5.2 béo céo nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhén: w KT. CUC TRUONG
- Bo trudng va cac Thir truong (dé b/c); PHO CUC TRUONG
- Thu ky Lanh dao B; )

- Pon vi chuyén trach vé CNTT cac bd, nganh;

- S& TT&TT cac tinh, thanh phé true thudc TW;

- Cuc KSTTHC, Vian phong Chinh pht;

- Vu Khoa giao - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Vén phong Trung uong Dang;
- Trung tim CNTT, Vin phong Qudc Hoi; (email)
- Trung tam CNTT, Van phong Chu tich nudc;
- Céc Tap doan kinh té; Tong cong ty nha nudc;
T4 chire tai chinh va Ngan hang;

- Co quan, don vi thuoc Bo;

- Lanh dao Cuc;

-Luu: VT, TTTV.

Nguyén Huy Diing
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PHU LUC

Co quan, t6 chirc ¢6 thé lién hé dé duoc tu van, hd tro trong cong tdc bao dam
ATTT, cu thé nhu sau:

- Ping ky nhin thong tin canh bio chung vé ATTT, lién hé: Ong Ha Vian
Hiép, sb dién thoai: 0968689111, thu dién tur: hvhiep@mic.gov.vn;

- Ping ky theo dbi, giAm sat trang/cong thong tin dién ti, lién hé: Ong
Nguyén Son Tung, s6 dién thoai: 0977325416, thu dién tir: nstung@mic.gov.vn;

- Piang Ky theo doi, giam sat, xir ly ma doc, lira ddo qua mang, lién hé: Ba
Bui Thi Huyén, s6 dién thoai:0932481987; thu dién tu: bt huyen@mic.gov.vn;

- Piang ky hd tro cai dit cam bién (sensor) dé giam sat, phong, chéng tan
cong mang, lién hé: Ong Nguyén Phu Diing, s6 dién thoai: 01676611700, thu

dién tr: npdung@mic.gov.vn
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