BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Poc 1ap - Ty do - Hanh phuc

So: 25’/ /CATTT-NCSC i Ha Ni, ngay/f&thang 03 nim 2019
V/v nguy co bi lay nhiém ma dgc qua 16
hong trén phan mém Winrar chua cap nhat

Kinh guri:
- Pon vi chuyén trach vé CNTT cac b, co quan ngang b,
co quan thuge Chinh phu;
- S& Théng tin va Truyén théng cac tinh, thanh phd truc
thugc Trung uong;
- Cac Tap doan, Tong cong ty nha nudc; Cac Ngan hang
TMCP; Céc to chtre tai chinh;

- Hé théng cac don vi chuyén trach vé an toan thong tin.

Thoi gian gan day, Trung tam Giam sat an toan théng tin mang quéc gia
(NCSC) thuée Cuc An toan thong tin (Cuc ATTT) ghi nhan nhiéu chién dich
phat tan ma doc, tan cong mang thong qua 16 hong trén phan mém Winrar
(CVE 2018-20250). L6 hong nay cho phép ddi tugng tan cong cai cim ma doc
vao may nguoi ding va anh huong dén tat ca cac phién ban cia Winrar phat
hanh trong thai gian qua. Hinh thirc phé bién dé phat tdn ma doc dugc doi tugng
tan cong da thuc hién nhu sau:

- Lya chon nhirng tap tin tai liéu c6 do tin cdy cao, thuong su dung tai liéu
ctia chuong trinh, hi nghi duge nhiéu nguoi quan tam;

- Str dung phan mém Winrar dé nén tap tin tai liéu nay va tap tin ma doc.
Phat tan tap tin nén bang phan mém Winrar qua nhiéu kénh khéc nhau: thu dién
tur, hoac cac tap tin tai liéu trén mang (tai liéu hdi nghi, hdi thao...). Nguoi dung
Mo tap tin nén nay sé chi nhin thay tap tin tai liéu thong thuong (Tham khao
hinh anh kem theo);

- Khi nguoi dung giai nén bang phan mém Winrar cé chira 16 hong thi
ma doc cling duge giai nén vao thu muc StartUp cia Windows dé thuc thi trong
lan khoi dong tiép theo ctia may tinh.

Pic biét 16 hong nay ciling da duge loi dung dé thuc hién tan cong APT
trong su kién Héi nghi thugng dinh Hoa Ky - Triéu Tién dé tan cong vao mét sb
CO quan t6 chirc Viét Nam thuc hién cac cong tac t6 chire cho su kién. Cuc
ATTT da canh bdo nguy co tan cong mang bing 16 hong nay thong qua Hé




thong phan tich va chia sé nguy co tin cong mang Viét Nam
(https:/ti.khonggianmang.vn), Ban tin ATTT Tuan 7, Tuan 9/2019.

Trudc thuc trang trén cung vai viéc Winrar la mét trong nhirng phan mém
nén tap tin pho bién & Viét Nam nhung chua cé co ché cap nhat tu dong, déng
thoi nhidu co quan té chire chua chi trong dén cong téc ra soat, xur ly cac diém
yéu 16 hong ATTT. Vi vdy, nhim bao dam an toan thong tin, phong tranh cac
nguy co lay nhiém ma doc théng qua 16 hong nay, Cuc ATTT dé nghi cac co
quan, t6 chirc, doanh nghiép thuc hién:

I. Ra soat va kiém tra phién ban phan mém Winrar dang dugc cai dat va
st dung trén toan by may tinh, may chu;

2. May tinh nao dang str dung céc phién ban cii can loai bo phan mém
khoi may tinh; Cap nhat 1én phién ban Winrar méi nhat (Winrar 5.7.0). Cha y
chi tai phan mém tir trang chtt Winrar hoic t6 chirc tin cdy. Pudng dan tai phién
ban Winrar mdi nhat:  https://www.win-rar.com/download.html  hodc
https://www.rarlab.com (Tham khao huéng dan kém theo).

Trong truong hop can thiét, Quy don vi cé thé lién hé véi Trung tim
Giam sat an toan khéng gian mang quéc gia (NCSC), sé dién thoai:
0243.209.1616, thu dién tir ais@mic.gov.vn dé duge hd trg.

Tran trong./.
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Noi nhan: KT. C
- Nhur trén; ’ D
- Bo truong (dé blc); ) H.C A
- Thir truong Nguyen Thanh Hung (de b/c);
- Trung tam VNCERT:

- Luu: VT, NCSC.
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’ Phu luc
Mt s0 hinh dnh minh hoa va hwéng dan g& bo, cap nhét
(Kem theo Cong van so M/CA TTT-NCSC ngay 18/3/2019)

1. Hinh anh tai liéu nén bang Winrar duoc sir dung dé phat tan ma doc
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2. Loai bé Winrar khoi may tinh (Hé diéu hanh Windows)
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3. Tai va cai dat Winrar tir trang chu

Search enter your search term here

m‘
WInm® Language | English

If you dont know what you are looking for then you are probably looking for this:
WinRAR 5.70 64bit
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If you are looking for the 32bil version click here, or did not find what you were looking for, please search below...

Language All _ﬂ Version All a Piatform All g Arch-Type All Eﬁ Search
Language Version Size Arch-Type Platform
English 5.70 3068 KB 64bit Windows
English 570 2863 KB 32bit Windows
Arabic 570 3110 KB 64bit Windows
Armenian 5.70 3111 KB 64bit Windows



