
BO THONG TIN V A TRUYEN THONG 
eye AN TOAN THONG TIN 

C O N G HOA X A H O I C H U N G H I A V I E T N A M 

Doc lap - Tu* do - Hanh phuc 

S6 :p<^/CATrT-NCSC 
V/v nguy ca bi lay nhiem ma doc qua l6 

hong tren phan mem Winrar chua cap nhat 

Ha N6i, ngay/f^thdng 03 nam 2019 

Kinh gi i i : 

- Don vi chuyen trach ve CNTT cac bo, ca quan ngang bo, 

CO quan thuoc Chi'nh phu; 

- So Thong tin va Truyen thong cac tinh, thanh pho true 

thuoc Trung uong; 

- Cac Tap doan, Tong cong ty nha nuoc; Cac Ngan hang 

TMCP; Cac to chuc tai chi'nh; 

- He thong cac don vi chuyen trach ve an toan thong tin. 

Thoi gian gan day, Trung tarn Giam sat an toan thong tin mang quoc gia 
(NCSC) thuoc Cue An toan thong tin (Cue ATTT) ghi nhan nhieu chien dich 
phat tan ma doc, lan cong mang thong qua 16 h6ng tren phan mem Winrar 
(CVE 2018-20250). L6 h6ng nay cho phep d6i tugng tan c6ng cai cam ma doc 
vao may nguoi dung va anh huong den tat ca cac phien ban cua Winrar phat 
hanh trong thoi gian qua. Hinh thuc ph6 bien de phat tan ma doc dugc d6i tugng 
tan c6ng da thuc hien nhu sau: 

- Lua chgn nhung tap tin tai lieu c6 do tin cay cac, thuong su dung tai lieu 
cua chuong trinh, hoi nghi dugc nhieu nguoi quan tarn; 

- Su dung phan mem Winrar de nen tap tin tai lieu nay va tap tin ma doc. 
Phat tan tap tin nen bang phan mem Winrar qua nhieu kenh khac nhau: thu dien 
tu, hoac cac tap tin tai lieu tren mang (tai lieu hoi nghi, hoi thao...). Nguoi dung 
mo tap tin nen nay se chi nhin thay tap tin tai lieu th6ng thuong (Tham khao 
hinh anh kern theo)\ 

- Khi nguoi dung giai nen bang phan mem Winrar c6 chira 16 hong thi 
ma dgc cung dugc giai nen vao thu muc Startup cua Windows de thuc thi trong 
lan khoi dgng tiep theo cua may tinh. 

Dac biet 16 h6ng nay cung da dugc Igi dung de thuc hien tan c6ng APT 
trong su kien Hoi nghi thugng dinh Hoa Ky - Trieu Tien de tan c6ng vao mot so 
CO quan to chuc \ ' iet Nam thuc hien cac c6ng tac to chuc cho su kien. Cue 
ATTT da canh bao nguy co tan c6ng mang bang 16 hong nay th6ng qua He 



thong phan ti'ch va chia se nguy co tan cong mang Viet Nam 

(https://ti.khonggiaiimang.vn). Ban tin ATTT Tuan 7, Tuan 9/2019. 

Truoc thuc trang tren cung voi viec Winrar la mot trong nhung phan mem 
nen tap tin pho bien 6 Viet Nam nhung chua c6 co che cap nhat tu dgng, dong 
thoi nhieu co quan to chuc chua chu trgng den cong tac ra scat, xu ly cac diem 
yeu 16 hong A T T l . V i vay, nham bao dam an toan th6ng tin, phong tranh cac 
nguy CO lay nhiem ma dgc thong qua 16 h6ng nay. Cue ATTT de nghi cac co 
quan, t6 chuc, doanh nghiep thuc hien: 

1. Ra scat va kiem tra phien ban phan mem Winrar dang dugc cai dat va 
su dung tren toan bg may tinh, may chu; 

2. May tinh nao dang su dung cac phien ban cu can loai bo phan mem 
khoi may tinh; Cap nhat len phien ban Winrar moi nhat (Winrar 5.7.0). Chu y 
chi tai phan mem tu trang chu Winrar hoac to chuc tin cay. Duong dan tai phien 
ban Winrar md\ nhat: https://www.win-rar.com/download.html hoac 
https://www.rariab.com (Tham khao huaug dan kern theo). 

Trong truong hgp can thiet, Quy don vi co the lien he voi Trung tain 
Giam sat an toan khong gian mang qu6c gia (NCSC), s6 dien thoai: 
0243.209.1616, thu dien tu ais@mic.gov.vn de dugc h6 trg. 

Tran trgng./. 

Nffinhan: 
- Nhir tren; 
- Bo truoTig (de b/c); 
- Thur trirong Nguyen 1 hanh Hung (de b/c); 
-Trung t a m V N C E R T ; 
- Liru: V T , N C S C . 

K T . e y e TRirdNG 
TRirdNG 

Nguyen Huy Dung 

http://ti.khonggiaiimang.vn
https://www.win-rar.com/download.html
https://www.rariab.com
mailto:ais@mic.gov.vn


Phu luc 
Mot so hinh anh minh hoa va hu-dng dan g& bo, cap nhat 
(Kern theo Cong van s6^/CATTT-NCSC ngay 18/3/2019) 

1. Hinh anh tai lieu nen bang Winrar dugc su dung de phat tan ma dgc 

^ phuong an cat chuyen i 
Fie Commands Tools Favorites Optkxn Help 

E x t r a c t T o T e s t View Oeietw F m d Wizard Infb 

in 9 phuong a n c a t i I r a r - s d k J A C E a r c h i v e , u n p a c k e d s ize 4 6 3 , 4 * 4 b y t e s 

Name • _ 5izje j __Packed | Type Mortfled CRC32 

l 3 ] Phuong a n c a t ! 

itt^lPhuong a n c a t ! I d o c x 

1 1 2 , 6 0 0 

1 1 3 , 2 7 6 

Loc_alDisk 

Local Disk 

12 ,548 Mkrosof t Word D o c . . . 2j '24/2019 I 2 ; 3 . . . 4 E C S F 2 9 

108 ,480 Microsoft Word D o c . . . 2/24/7019 1 2 : 3 . . . 1 1 3 3 9 5 9 0 

[Total 1 folder and 2 2 5 , 8 7 6 bytes in 2 

Ma dgc dugc dinh kern trong file nen ma nguoi dung khong biet, Khi giai nen se 
nam trong thu muc Startup. 

I phuong in oat I Irar - WinRAR (tvaluition copy) 

File Corrnjnds Tools Favorites Opt'ons Help 

Eiliatt To Test 

[ £ g in cat 

Nima 

Find Wuard Info Viruiken 

|rar\C\C:C..ykppOau\RMri»ng\MkTDMmwndaw(\SlJit McnulPio^wniVSnrtup - cofid ACE ffduvA unpieked tiie 46],AU byte 

• s o m t f l c e c 

Picked T/pe 

14A760 AppbciUon 

Modjfkd CRC3 

2/24/2019105... tIAO 



2. Loai bo Winrar khoi may tinh (He dieu hanh Windows) 

•T t j ' Ccniroi PjneJ > Pfog'amv ' P r o g r j t u j r s d F M t i * « 

V-ew ' r r t ia i iMupoatn 

Oil 

Uninslajjorlh 

To u iv nnBvogq' 
Rep J . ' 

u m , select i) i romthe iist tnH t h e n c i x k U r v m u u , Cnange.o< 

Oiganr/e 

i V e g a s P r o 12,0 i W - U l i 

• V-Hwl StixIiO 2017 ii64 R « 

T ' V . i L U i Vsud-o 2012 1,^6 R n j 

j JWAa-eVAj ' tes tat ion 

* WjIr 'Tarfc SoftwareB ) 

• Wi-idows 2 uSe.'DVD Domi 

•^WtTdnvis Driver ftKiviije • j 

• W m R A R S-Jl iM'b i l ) [ 

Q k V o i 

l>ut)!isner 

C 0 b d W m R A A 
bgies 

t g r e i CZ. u o . 

> f t i A d ' r c o m 

rporaC'on 

Vei No 

w n _ f * t Gnrf jH ProcJovl v i - i S J t i ) 1 j ^ 1 [£'' J l t )( 

S I . - S 4 6 M B I 

Nguon: Internet 

3. Tai va cai dat Winrar tu trang chu 

S e a r c h enter your s e a r c h icnrt here 

Langu^ Engl i sh 

If you donl know wfiat you aro looking for then you are probably looking for this: 

WinRAH 5.70 64btt 

01 Download WinRAR 

If you are Icxiking for the 32bit version click here, or did not find wfial you were looking for, please search below. 

Select for download 

Language All 

Language 

English 
English 

Q Version All Q Platform 

Version 
5.70 
5.70 

Size 
3068 KB 
2863 KB 

All Q Arch-Type All Q sear 

Platform Arcfi-TVpe 
64bit 
32bil 

Windows 
Windows 

Arabic 
Armenian 

5.70 
5.70 

3110 KB 
3111 KB 

64bil 
64tMi 

Windows 
Windows 


